BO THONG TIN TRUYEN THONG  CONG HOA XA HOI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Péc lap - Ty do - Hanh phiic

Sb: 1221 /CATTT-NCSC Ha No¢i, ngay /0 thang 08ndam 2022
V/v 16 hong bao mat anh huéng Cao va
Nghiém trong trong cac san pham
Microsoft cong bd
thang 8/2022

Kinh gui:
- Bon vi chuyén trach vé CNTT céac B9, co quan ngang B0,
co quan thudc Chinh phu;
- S& Thong tin va Truyén thong céc tinh, thanh phd truc thudc
Trung wong;
- Cac Tap doan, Tong cong ty nha nudc; cac Ngan hang
TMCP; céc t6 chirc tai chinh;

- Hé thong cac don vi chuyén trach vé an toan thong tin.

Ngay 09/8/2022, Microsoft da phat hanh danh sach ban va thang 8 vai 121
16 hong bao mat trong cic san pham cta minh. Ban phat hanh thang nay dic biét
dang chu ¥ cac 16 hong bao mat c6 mirc anh hudng Cao va Nghiém trong sau:

- L6 hong bao mat CVE-2022-34713 trong Microsoft Windows Support
Diagnostic Tool (MSDT) cho phép déi twong tan cong thuc thi ma tir xa. LS hong
nay dang dugc khai thac rong rai trén Internet.

Théng 6 vira qua, 156 hong bao mat CVE-2022-30190 c6 tén goi 1a “Follina”
lién quan dén Microsoft Windows Support Diagnostic Tool (MSDT) dé dugc cac
d6i twong tan cong khai thac rong rai. Trung tam Giam sat an toan khong gian mang
qudc gia (NCSC) ciing da c6 canh béo cho 16 hong nay tai vin ban sé 869/CATTT-
NCSC vé viéc 16 hong bao anh huong Cao va Nghiém trong trong cic san pham
Microsoft cong bd thang 6/2022 phat hanh ngay 16/6/2022. Cho thdy cong cu
Microsoft Windows Support Diagnostic Tool (MSDT) véan dang 14 myc tiéu nham
dén cua nhiéu doi tuong tan cong mang. Cac co quan, to chic can dic biét quan tim
va c6 phuong an khic phuc, xtr 1y kip thoi néu bi anh huong.

- 04 156 hong bao mat CVE-2022-21980, CVE-2022-24477, CVE-2022-
24516, CVE-2022-30134 trong Microsoft Exchange Server cho phép dbi tuong tan
cong thu thap thong tin va thuc hién leo thang dic quyén.



- L3 hong bao mat CVE-2022-35804 trong SMB Client and Server cho phép
d6i tuong tan cong thuc thi ma tir xa trén phién ban Windows 11.

- L5 héng bao mat CVE-2022-34715 trong Windows Network File System
cho phép d6i twong tan cong chua xac thuc c6 thé thuc thi ma tir xa.

- Lb héng bao mat CVE-2022-35742 trong Microsoft Outlook cho phép doi
tuong tn cong thuc hién tan cong tur chdi dich vu.

Thong tin chi tiét cdc 16 hong bdo mdt cé tai phu luc kém theo.

Nhim dam bao an toan thong tin cho hé thdng thong tin cua Quy don vi,
g6p phan bao dam an toan cho khong gian mang Viét Nam, Cuc An toan théng
tin khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soét, xac dinh may st dung hé diéu hanh Windows c6 kha
nang bi anh hudéng. Thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tin
cong (tham khao thong tin tai phu luc kém theo).

2. Tang cudng gidm sat va san sang phuong an xtr 1y khi phat hién c6
d4u hiéu bi khai thac, tin cong mang; déng tho1 thuong xuyén theo doi kénh canh
béo clia cic co quan chirc ning va cac to chiic 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tin cong mang.

3. Trong trudng hop can thiét c6 thé lién hé dau méi ho tro cua Cuc An toan
thong tin: Trung tim Gidm sat an toan khong gian mang qudc gia, dién thoai
02432091616, thu dién t: ais@mic.gov.vn.

Tran trong./.

Noi nhén: CUC TRUONG
- Nhu trén;

- B6 trudng (dé b/c);

- Thir truong Nguyén Huy Diing (dé b/c);
- Cuc A0S, Bo Cong an;

- B6 Tu 1énh 86, BO Qudc phong;

- Ban Co yéu Chinh phu;

- Luu: VT, NCSC.




Phu luc

Théng tin vé cac 156 hong bao mat trong san phim Microsoft

(Kém theo Cong vin sé

1. Thong tin cac 16 hong bao mat

JCATTT-NCSC ngay  / /2022

cua Cuc An toan thong tin)

STT CVE 7 Mo ta Link tham khao
- biém CVSS: 7.8 (Cao)
- Lb hong trong Microsoft
Windows Support _ .
Diagnostic Tool (MSDT) Egtr?]s/.lj/rSZ[g;mlcrosoﬂ.
1 | CVE-2022-34713 |cho phép doi tuong tan P

cong thuc thi ma tur xa.

- Anh huong: Windows
7/8.1/10/11,  Windows
Server 2008/2012,

guide/vulnerability/CV
E-2022-34713

CVE-2022-21980
CVE-2022-24477
CVE-2022-24516
CVE-2022-30134

- Piém CVSS: 8.0 (Cao)
- Lb hong trong Microsoft
Exchange Server cho phép
d6i tuong tin cong thu thap
thong tin va thuc hién leo
thang ddc quyén.

- Anh huéng: Microsoft
Exchange Server
2013/2016/2019.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-21980
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-24477
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-24516
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-30134

CVE-2022-35804

- Piém CVSS: 8.8 (Cao)
- L& hong trong SMB
Client and Server cho phép
d6i tuong tan cong chua
xéc thuc c6 thé thuc thi ma
tr xa.

- Anh huong: Windows
11.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-35804

CVE-2022-34715

- DPiém CVSS: 9.8
(Nghiém trong)

- L& héng trong Windows
Network File System cho
phép ddi twong tin cong

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-34715



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21980
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21980
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21980
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21980
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24477
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24477
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24477
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24477
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24516
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24516
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24516
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24516

chua xac thuc c6 thé thuc
thi ma tir xa.
- Anh hudng: Windows
Server 2022.

5 | CVE-2022-35742

- Piém CVSS: 7.5 (Cao)
- Lb hong trong Microsoft
Outlook cho phép dbi
tuong tan cong thyc hién
tdn cong tur chdi dich vu.

- Anh huéng: Microsoft
Outlook 2012/2016,
Microsoft Office LTSC
2021/2019, Microsoft 365
Apps.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-35742

2. Hwéng din khic phuc

Bién phap tdt nhat dé khac phuc la cap nhat ban va cho céac 16 héng bao mat

néi trén theo hudng dan cia hang. Quy don vi tham khdo cac ban cap nhat phu

hop cho cac san phém dang sir dung tai link nguén tham khéo tai muc 1 cua phu

luc.

3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/releaseNote/2022-Aug
https://www.zerodayinitiative.com/blog/2022/8/9/the-august-2022-

security-update-review
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