_ UBNDTINH TRA VINH CONG HOA XA HOQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc lap - Tw do - Hanh phiic

S6: 1430STTTT-BCVTCNTT Tra Vinh, ngay 15thang 7 ndam 2022
V/v canh bao nguy co thyc thi ma doc tur
xa trén hé diéu hanh Windows do 15
hong trong Windows Network File
System (CVE-2022-22029)

Kinh gui:
- Cac S¢&, Ban, nganh tinh (3 h¢);
- Cong an tinh; ,
- UBND céc huyé¢n, thi xa, thanh phd.

Trong qué trinh van hanh, gidm sat an toan thong tin cua Trung tam Cong nghé
thong tin va Truyén thong qua hé thong gidm sét ciia Trung tim diéu hanh an ninh
mang (SOC) phat hién 16 hong thue thi mi doc tir xa trong Windows Network File
System (CVE-2022022029), 16 hong ndy c6 mic anh hudng rat nghiém trong, néu
khai thac 16 hong thanh cong tin tic co thé thyc thi ma tiy ¥ trén may chu.

Dé ngan nglra nguy co tin cong nham dam bao an toan thong tin cho hé thong
thdng tin ctia cac co quan, don vi, gop phan dam bao an toan thong tin cho khdng
gian mang Viét Nam, S¢ Thong tin va Truyén thong dé nghi cac co quan, donvi tién
hanh kiém tra, ra soat, xac dinh may chu st dung hé diéu hanh c6 kha nang bi anh
hudng va thuc hién viéc cap nhat ban va Patch Tuesday thang 7/2022 cua Microsoft,
cac co quan, don vi tham khao cach khic phuyc tai phu luc théng tin va hudng dan
khic phuc 16 hong (kém phu luc).

Trong qua trinh thuc hién, néu can hd tro, cac co quan, don vi lién hé Sé Thong
tin va Truyén thong (qua Phong Buu chinh, Vién théng - Cong nghé thong tin, dién
thoai: 0294 3850 853) dé dugc hudng dan./.

Noinhdn: KT GIAM POC
- Nhu trén; ; AI, 1 -
- Cong an tinh;

- Trung tim CNTT&TT(t/h);
- Luu: VT, BCVTCNTT.

Bui Thong Nhiit



PHU LUC
THONG TIN VA HUONG DAN KHAC PHUC LO HONG

(Kém Céongvinsé  /STTTT-BCVICNTT ngay thdng 7 nim 2022 ciia
So Thong tin va Truyén thong)

1. Thong tin vé 16 hong bao mat
a) Mirc do: CAO
b) Mo ta: LS hong ton tai trong md-dun chia sé tép qua mang cua hé diéu hanh
Windows (Windows Network File System), cho phép d6i tuong tin cong thuc thi
ma tuy y trén may chd nan nhan.
c) Anh huéng:
- May chu st dung hé diéu hanh Windows céc phién ban:
° Windows Server 2012 R2 (Server Core installation).
° Windows Server 2012 R2.
° Windows Server 2012 (Server Core installation).
° Windows Server 2012.

° Windows Server 2008 R2 for x64-based Systems Service Pack 1 (Server
Core installation).

° Windows Server 2008 R2 for x64-based Systems Service Pack 1.

° Windows Server 2008 for x64-based Systems Service Pack 2 (Server Core
installation).

° Windows Server 2008 for x64-based Systems Service Pack 2.

° Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core
installation).

° Windows Server 2008 for 32-bit Systems Service Pack 2.
° Windows Server 2016 (Server Core installation).

° Windows Server 2016.

° Windows Server, version 20H2 (Server Core Installation).
° Windows Server 2022 (Server Core installation).

° Windows Server 2022.

° Windows Server 2019 (Server Core installation).



° Windows Server 2019.

- May chu chua cai dat ban va Patch Tuesday thang 07/2022 hodc chua cai dat
ban va truc tiép cta Microsoft cho 16 hong.

2. Hwéng din khic phuc

a) Thuc hién cap nhat ban va Patch Tuesday thang 7/2022 cta Microsoft hoac
ban va truc tiép cho 16 hong tai dia chi: https://msrc.microsoft.com/update-
guide/vulnerability/ CVE-2022-22029

b) Truong hop chua thé cap nhat, co quan ¢6 thé 4p dung phuwong an khic phuc

tam thoi sau day:
- Budc 1: tit dich vu NFSV3 béng lénh:
Set-NfsServerConfiguration -EnableNFSV3 $false
- Budc 2: khéi dong lai NFS server hoac khdi dong lai may chu.
- Bude 3: Kiém tra dich vu da duoc tt st dung Iénh:
Get-fsServerConfiguration

Néu két qua c6 dong EnableNFSV3: False thi dich vu da duogc tét.


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22029
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22029
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